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Figure 7.4 Main problems with flooding.

Although gossiping avoids the implosion problem by just having one copy of a message at any node,
it increases the latency in propagating the message to all sensor nodes. Since a single node at a time
is informed about the packet, the information is distributed slowly. On the other hand, since multiple
copies of a packet are prevented, the energy consumption of gossiping is lower than that of flooding.

Although simple and inefficient, flooding and/or gossiping techniques can still be used by recent
routing protocols for specific functions. As an example, during the deployment phase, the sink can
use flooding or gossiping protocols to determine the active nodes. Similarly, during sensor network
initialization, limited flooding can be used to gather information from neighbors in close proximity.

7.2.3 Sensor Protocols for Information via Negotiation (SPIN)

SPIN is a family of routing protocols designed to address the deficiencies of flooding by negotiation and
resource adaptation [13]. For this purpose, two main approaches are followed. Firstly, instead of sending
all the data, sensor nodes negotiate with each other through packets that describe the data. Consequently,
the observed information is only sent to interested sensor nodes as a result of this negotiation. Secondly,
each node monitors its energy resource, which is used to perform energy-aware decisions.

EXAMPLE 7.2

The negotiation mechanism of SPIN is performed through three types of messages, namely
advertisement (ADV), request (REQ), and DATA, which are illustrated in Figure 7.5. Before
sending a DATA packet, a node advertises its intent by broadcasting an ADV packet (Step 1).
The ADV packet contains a description of the DATA packet to be sent, which is much smaller
in size than the DATA packet. Then, if a neighbor is interested in the ADV packet, it replies
back with a REQ message (Step 2). Finally, the DATA packet is sent to the node that requests
it (Step 3). Data propagation in WSNs is coordinated through this mechanism at each hop. As
shown in Steps 4, 5, and 6 of Figure 7.5, multiple nodes can send REQ messages back to a node,
which sends DATA to each node until all the nodes get a copy. As a result of the SPIN protocol,
the sensor nodes in the entire sensor network which are interested in the data will get a copy.

The basic operation explained in Example 7.2 is referred to as the point-to-point SPIN protocol (SPIN-
PP). In addition to SPIN-PP, several variations have been proposed to address some of the disadvantages
of SPIN-PP. We explain these variations of SPIN next, i.e., SPIN with energy consumption awareness
(SPIN-EC), SPIN for broadcast networks (SPIN-BC), and SPIN with reliability (SPIN-RL).
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Figure 7.5 The SPIN protocol [13].

SPIN-PP does not address the resource-blindness problem of conventional flooding or gossiping
protocols. Although the DATA packet transmission is limited to nodes that provide interest, energy
consumption is still a concern. SPIN-EC addresses this through a simple energy conservation heuristic
such that whenever the residual energy of a node is lower than a threshold, the node does not participate
in the protocol operation, i.e., it does not send a REQ packet if it does not have enough energy to transmit
the REQ packet and receive a DATA packet. Since node participation is dependent on the residual energy,
if a node has plenty of energy SPIN-EC behaves like SPIN-PP.

Another disadvantage of SPIN-PP is shown in Steps 5 and 6 of Figure 7.5. Whenever there is more
than one node that sends REQ packets, the DATA packet is sent to each node individually. Considering
the broadcast nature of the wireless channel, this approach is a waste of resources since each neighbor of
a node can receive the packet in each unicast. Furthermore, SPIN-PP does not provide any mechanism
to prevent collisions when multiple REQ packets are send. This is addressed through SPIN-BC, which
is developed for broadcast networks. In contrast to SPIN-PP, SPIN-BC introduces a randomized backoff
mechanism for the nodes before transmitting a REQ packet. As a result, if a node has an interest in a
packet but hears a REQ packet related to that particular packet, it drops its REQ packet and waits for the
DATA packet. Upon receiving a REQ packet, a transmitter node broadcasts a single DATA packet which
can be received by all the interested neighbors. As a result, SPIN-BC decreases the energy consumption
and overhead caused by multiple interested neighbors.

SPIN-RL provides a reliability mechanism to the SPIN-BC protocol such that if a node receives
an ADV packet but does not receive a DATA packet followed by it (due to wireless channel errors),
it requests the DATA packet from the neighbors that may have received the DATA packet. Moreover,
SPIN-RL limits the retransmission period of the nodes such that they do not retransmit a DATA packet
before a specified period.

SPIN is based on data-centric routing [13] where the sensor nodes broadcast an advertisement
for the available data and wait for a request from interested sinks. Compared to flooding, SPIN-PP
reduces energy consumption by 70% since redundant transmissions are prevented. SPIN-EC provides
a further 10% increase in energy consumption, through energy-aware operation. Moreover, since local
interactions are required for routing, SPIN is also scalable. However, compared to flooding, the latency
in data dissemination is higher because of the overhead in the handshake mechanism.
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Figure 7.6 Operation of the directed diffusion protocol [14].

7.2.4 Directed Diffusion

SPIN provides efficient mechanisms for a sensor node to disseminate its observations to interested nodes.
As a result, the traffic flow in SPIN is initiated from the sensors and usually ends up at the sink. However,
this type of traffic may not always be preferable when the user (i.e., sink) requests specific information
from the sensors. The directed diffusion data dissemination paradigm has been developed to address this
requirement [14]. Directed diffusion consists of four stages to construct routes between the sink and the
sensors of interest to the sink’s request. The four stages are: (1) interest propagation, (2) gradient setup,
(3) reinforcement, and (4) data delivery, as described next.

The information request is provided through interest messages initiated by the sink. Directed diffusion
is initiated when the sink sends out interest messages to all sensors as shown in Figure 7.6(a). This
phase is called interest propagation, where the interest messages flood through the network. The interest
messages act as exploratory messages to indicate the nodes with matching data for the particular task.
During the task, the sink continues to periodically broadcast the interest message.

Upon receiving the interest message, each sensor node stores it in an interest cache. The interest cache
has several fields including timestamp, gradient, interval, and duration. The timestamp field indicates
the local time when the interest is received. The gradient indicates the node from which the interest has
been received. This gradient field is used to form reverse paths towards the sink. Each interest is stored at
the cache for a specific time indicated by the duration field. After receiving the interest, the sensor node
forwards the message to its downstream neighbors. This forwarding can be similar to flooding or more
limited according to the task description. Local rules can be specified to define different gradient setup
techniques. Accordingly, the gradient can be sent to the node which first sends the interest. Similarly,
the gradient can be set up such that nodes with the highest remaining energy are chosen. As the interest
is propagated throughout the sensor network, the gradients from the source back to the sink are set up as
shown in Figure 7.6(b).

The interest messages indicate the required data at a given time from the sensor networks. Each node
checks its sensor observations and becomes a source node if it has data matching the interest. When the
source has data for the interest, the source sends the data along the interest’s gradient path as shown in
Figure 7.6(b).
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